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Abstract. The use of neural networks has expanded to environments
as diverse as medical systems, industrial devices and space systems. In
these cases, it is essential to balance performance, power consumption,
and silicon area. Furthermore, in critical environments, it is necessary to
ensure high fault tolerance.

Traditionally, the parameters of neural networks have been codified us-
ing 32-bit floating-point numbers, which entails high memory consump-
tion and greater vulnerability to failures due to the aggressive scaling of
CMOS technology. An effective strategy for optimizing these systems is
to reduce parameter precision, using fewer bits and thus, reducing both
the amount of memory required and the processing time.

However, several questions arise when implementing these types of net-
works in embedded systems: Do they maintain their reliability in critical
environments, or do they require fault tolerance mechanisms? Are area
and latency really reduced?

This work addresses these questions by reducing the precision of a neural
network and implementing it in an Arduino-based system. In addition,
Error Correction Codes have been incorporated and, using the fault in-
jection technique, their reliability has been evaluated by comparing the
same neural network with parameters encoded in 8, 16 and 32 bits.

Keywords: Error Correcting Codes - Dependability - Single Faults -
Multiple Faults - Optimized Neural Networks - Embedded Systems

1 Introduction

Nowadays, neural networks have expanded to such an extent that they are now
commonly found in fields as diverse as the automotive industry, aerospace appli-
cations, and consumer electronics [3]. Neural networks process a large amount of
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2 J. Gracia-Moréan et al.

information through interconnected nodes (neurons) organized in multiple layers
[39], basing their operation on a series of parameters (weights, biases, etc.).

The operation of a neural network is divided into two phases. In the first one,
known as training phase, the aforementioned parameters are calculated. These
values will determine the network’s behaviour during the second phase, known
as inference phase. In this second stage, predictions are made based on new input
data. Thus, the integrity of the parameters calculated in the training phase is
essential for the proper functioning of the neural network, as an erroneous value
can seriously compromise the accuracy of the predictions.

During the initial training stage, the different values of the neural network
(weights, biases, etc.) are represented in the IEEE 754 single-precision format
[1], also known as FP32. To reduce the execution time during the inference stage,
weights are usually stored in memory. However, the increasing integration scale
of CMOS technology has increased the rate of multiple faults in memory devices
[6], which can negatively affect the neural network inference process [21][24].
For example, corruption of just 13 bits in the CNN ResNet18, within a set of
approximately 93 million bits, has been shown to cause a complete collapse of
the network [29]. This vulnerability has caused a growing interest in researching
the reliability of neural networks [34][28]. Results obtained in these works show
that it is essential to incorporate fault tolerance mechanisms when implementing
neural networks in critical applications [4][33][31].

To reduce memory footprint, a current trend is the compression of the neu-
ral network models, generating optimized models [22]. This reduction in memory
usage decreases the likelihood of fault occurrences, thereby increasing the net-
work’s reliability [11].

While model compression is effective and optimized neural networks main-
tain an adequate level of accuracy for many applications, several questions arise
when attempting to use these models in embedded systems operating in criti-
cal environments: Will the optimized network be sufficiently reliable, or will it
be necessary to implement additional fault-tolerance mechanisms? What is the
improvement in area consumption and latency of the optimized network?

In this paper, we have developed a simple neural network with parameters
codified in FP32. Then, we have optimized it, by quantizing their parameters
with different data word sizes. Next, we have implemented all neural network’s
models into an Arduino-based system, and we have studied the reliability of these
neural networks, both unprotected and protected with different Error Correcting
Codes, comparing their results.

This work is organized as follows. Section 2 briefly describes the neural net-
work model compression processes and the application of error-correcting codes
to them. Section 3 summarizes the embedded system used, the implemented neu-
ral network, and the optimization methods. Section 4 presents the experimental
evaluation of the system, analyzing the impact of fault injection before and after
applying different types of Error Correcting Codes. Finally, Section 5 presents
the conclusions obtained from the results achieved.
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Dependability analysis of neural networks implemented in Arduino 3
2 Compression and Fault Tolerance in Neural Netowrks

2.1 Compression of neural networks

As discussed in the previous section, neural network parameters are usually
represented in the IEEE 754 single-precision (FP32) format. However, using pa-
rameters in this format results in high memory usage and an increase in inference
time. In this way, optimising both factors has become increasingly important.
Different strategies can be used to compact neural networks [7][23]. At the hard-
ware level, this optimization can be achieved through specialized devices, such
as neural network accelerators, which optimize system architecture to improve
parallelism and minimize memory accesses [25][20].

At software level, it is possible to reduce network complexity by designing
smaller models with acceptable accuracy [37], or by decomposing the original
parameters into multiple smaller matrices or tensors, focusing on the reduction
of both, the memory footprint and the number of required operations [27].

Parameter pruning and optimization processes are widely used techniques
for compressing and accelerating neural network models [5]. Both techniques
try to eliminate redundant parameters that do not significantly affect network
performance. They are typically applied in convolutional and fully connected
layers. For example, the Brain floating-point format, also known as BF16 [19],
is supported by various accelerators, such as NVIDIA Ampere GPUs [10] or
Intel’s Nervana accelerators [16]. These devices allow for inferences using BF16
arithmetic. Although other floating-point formats exist, their use is limited by a
lack of hardware support, so they will not be included in this work.

Also, quantization allows weights, represented in FP32, to be converted into
8-bit integers, also known as INT8 [19]. This transformation reduces the size
of parameters in memory and simplifies arithmetic operations by decreasing
numerical precision.

While approximating FP32 values to formats with fewer bits generates round-
ing errors that, in some cases, can affect the accuracy of certain neural networks,
those based on BF16 or INTS offer the same accuracy as their FP32-based coun-
terparts [8].

2.2 Protecting neural networks with error correcting codes

In general, the smaller the weights of a neural network, the greater its resilience
[35][30]. Even so, fault tolerance mechanisms must be added if the neural network
is to be used in a critical environment. In this section, we will focus on the
protection of neural network parameters using Error Correcting Codes (ECC).

Many works have studied this type of neural network protection, among
which we can highlight the following ones, as they propose ECCs similar to those
used in this work. For example, [18] combines single error correction (SEC) and
triple repetition codes. In this case, it is a specific solution for a specific CNN,
rather than a generic methodology applicable to any network.
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On the other hand, in [26], and depending on the bit values (30 : 28) of
the neural network weights, various types of Hamming SEC are used to protect
specific bits. The approach presented in [15] is applied to optimized neural net-
works. In this case, a training scheme is proposed that obtains at least seven
non-significant bits within eight consecutive weights (8 bytes) to implement a
SEC-DED (Double Error Detection) code.

A final approach is presented in [12]|, where a series of ECCs with differ-
ent fault-tolerance properties have been implemented to protect the weights of
several neural networks with parameters in BF16 format.

3 System Description

This section summarizes the main characteristics of both the embedded system
and the neural network used in this work, as well as the optimization methods.

3.1 Embedded system and neural network

The embedded system has been used in a mobile robot based on an Arduino
UNO R3 board. This system incorporates an ATmega328p microcontroller, 32
KB of FLASH memory, 2 KB of SRAM, 1 KB of EEPROM, and operates at 16
MHz. The robot has two DC motors for the rear wheels, three infrared proximity
sensors (one E18-D8ONK in the center and two KY-032 sensors on the sides),
and a servomotor for steering, in addition to the necessary hardware to power
the system, as shown in Fig. 1.

(a) Side view. (b) Top view.

Fig. 1. Arduino-based system.

To drive the mobile robot, we have generated and trained a small neural
network with the following characteristics (see Fig. 2):

— 3-layer neural network: input, intermediate, and output.
— Input layer: receives readings from the three proximity sensors (left, right,
and center).
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Dependability analysis of neural networks implemented in Arduino 5

— Intermediate layer with 5 neurons.

— Output layer: generates outputs corresponding to speed, direction of rota-
tion, and forward direction.

— Two sets of weights, one between the input layer and the intermediate layer
(hereafter referred to as Stage 1 weights), and another one between the
intermediate layer and the output layer (hereafter referred to as Stage 2
weights).

Fig. 2. Neural network scheme.

Once the weights were generated, inference was implemented in the mobile
robot, such that the appropriate outputs were generated based on the proximity
sensor values. Weights are originally encoded in the FP32 format. This format
uses 32 bits distributed as follows (see Fig. 3): bit 31 stores the sign bit (S), bits 30
through 23 contain the exponent (E) in excess-127 format, and bits 22 through 0
represent the magnitude, with one implicit bit. Thus, the corresponding decimal
value can be calculated according to Equation 1.

Fig. 3. FP32 format.

62



6 J. Gracia-Moréan et al.

23
value = (—1)% x 257127 (1,0 +) bas; x 2i> (1)

i=1

3.2 Reduction of the neural network parameters’ size

Despite the simplicity of the neural network used, its design allows us to evaluate
the network’s behavior in a real-world environment, providing a solid basis for
analyzing the system’s resilience to memory faults, and verifying both the feasi-
bility of optimizing its parameters and its protection with ECC. In this way, we
have carried out two types of parameter’s size reduction, which we will describe
next.

Summary of the BF16 format. We have converted the original FP32 param-
eters into the BF16 format just truncating the lowest 16 bits, as shown in Fig. 4.
Thus, the optimized network weights are stored in memory in 16-bit variables.
Inference is executed in real time, adjusting the robot outputs according to the
sensor signals.

313029 28 27 26 2524 23 22 21 2019 18 17 16§15 1413121110 9 8 7 6 5 4 3 2 1 0
IEEE
L LT T T T T T T T I I T T T T T T T T T I TTTTT]
SRR EE R R R
1098 76543210 BF16 bits (15:0) correspond to FP32 (31:16)

15 14 13 12 11
BF16| | | | | | | | | | | l | | | | bits. Conversion from FP32 to BF16 consists

of discarding bits (15:0) from the FP32 value.
|:|Sign DExponent l:lMantissa € ( )

Fig. 4. FP32 vs BF16 format [32].

Although the weights in BF16 are stored in memory in 16-bit variables, the
various operations related to the neural network are performed in 32-bit floating-
point variables. To do this, we define a 32-bit floating-point variable, in which
the weight in BF16 is stored in the 16 most significant bits, and the 16 least
significant bits are set to ’0’. This way, the same Arduino library can be used in
both neural networks (FP32 and BF16) to perform the necessary floating-point
operations, without having to implement a new library.

Summary of the quantization process: from FP32 to INTS8. This section
will detail the post-training quantization process carried out based on the general
procedure presented in [17].

As already mentioned, quantization process reduces the computational and
energy resources of a neural network. In the case of this work, this process
consisted on converting the network’s weights and biases, initially represented
in 32-bit floating-point (FP32), into 8-bit integers (INTS).
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To quantize the network, the first step is to quantize its weights and inputs.
Each set of weights and the set of inputs are processed independently, since their
quantized values depend only on their range of values, once the network has been
trained, and on the range of values defined for quantization. Thus, each data set
is traversed to locate its maximum and minimum values. Each data set is then
iterated through again to adjust its values to the 8-bit integer range [—128,127]
according to Equation 2.

(max — min)
255

zero = —round(m) — 128 (2)
scale

scale =

loat
int8 = round(fﬂ) + zero
scale

scale allows to divide the range of real values into uniform partitions, while
zero defines the integer value associated with the real value 0.0. Values greater
than 127 or lower than —128 are truncated to those values.

Once this data have been quantized, it is necessary to determine how it affects
the processing performed in each of the network’s layers and what are the scale
and zero values for these layers. This operation must be performed sequentially,
following the propagation of information from the system’s input to its output.
Thus, in this case, the first stage to consider would be the intermediate layer
in Fig. 2, which corresponds to a dense layer with a hyperbolic tangent as the
activation function.

To do this, the dense layer is first applied to the input data set, but using
the real values resulting from dequantizing the previously quantized inputs and
weights, according to Equation 3.

float = scale x (int8 — cero) 3)

This allows us to monitor the operation performed by the dense layer, obtain
the maximum and minimum values generated when processing all the input data,
and thereby determine its scale and zero. From these values, using Equation 2, we
obtain the quantized values provided by this layer when processing the quantized
data.

Afterwards, it is necessary to determine the effect of quantization on the ac-
tivation function. Since the hyperbolic tangent is a very expensive operation to
perform, the simplest solution to fulfill it using integer arithmetic is to precal-
culate a lookup table for all possible values this function can have for the range
of integers considered, [—128,127] in this case. As done before, it is necessary to
consider the effect that the quantization of the dense layer from which the data
processed by this activation function comes from. Therefore, the lookup table is
calculated using Equation 4, from the dequantization of the output data of the
dense layer (Equation 3).
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8 J. Gracia-Moréan et al.

(1.0 - (~1.0)) _ 2.0

scale = 255 = 255

-1.0
zero = —round(——) — 128 =0
scale

(4)
V value € [—128,127]

float = scalepense X (value — zeropense)

tanh(float)

int8lvalue + 128] = round( ;i
scale

) + zero

Thus, from this lookup table, the output values of the dense layer’s activation
function can be obtained after processing all the quantized values.

This same procedure must be applied successively to all the layers defined in
the network. In our case, only one more dense layer with a hyperbolic tangent
as the activation function remains.

Once the network is quantized, inference operations are performed using in-
teger arithmetic, which simplifies calculations and significantly reduces latency.
The convolutional and dense layers, which are the most computationally inten-
sive, transform multiplication and accumulation operations into integer opera-
tions.

In fully connected layers, the output is calculated as the weighted sum of
the inputs multiplied by the weights, plus a bias (translated as bias, shift, or
threshold). When quantized, these values are scaled with a zero point, allowing
floating-point operations to be transformed into integer operations with bit shifts
and rounding. This transformation not only simplifies the required hardware but
also allows operations to be parallelized, increasing efficiency. However, when
implementing the quantized network in Arduino, we had an additional problem:
to obtain maximum precision, the quantized network internally uses not only
8-bit integers, but also requires integers up to 64 bits. Specifically, there is a
product of 32-bit integer values, which generates a 64-bit result. This is not
supported by Arduino, since it only implements integers up to 32 bits and the
arithmetic supported by them. Since the 64-bit result is subsequently shifted 32
places to the right and rounded, it was possible to solve this by using only 32-bit
integers, alternating partial sums and one-bit shifts, instead of performing the
entire shift at the end.

Integer arithmetic inference has the advantage of running faster and con-
suming less power, but it introduces small variations in the results due to the
reduction in numerical precision. However, these variations are usually tolera-
ble in many practical cases, especially when looking for lightweight and efficient
systems.
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4 Experimental evaluation

4.1 Results of fault injection experiments in the unprotected
system

In order to evaluate the performance of the neural network when memory errors
affect its weights, we have carried out different fault injection experiments [2]
in the embedded system. To do this, single and multiple adjacent bit-flip faults
were injected into all bits of all weights, analyzing whether these errors caused
changes in one or more outputs. As can be seen in Table 1, even a single erroneous
bit can cause changes in the outputs. Furthermore, the percentage of changed
outputs increases as more faults are injected, an expected result.

Table 1. Percentage of outputs changed

Adjacent No
FzJiultS e 1L ey 2 Variation
FP32
1 3,78 2,42 93,81
2 3,82 2,43 93,75
3 3,62 2,46 93,92
4 3,75 2,58 93,68
5 3,88 2,68 93,44
6 4,01 2,77 93,22
7 4,24 2,86 92,9
8 4,40 2,98 92,62
BF16
1 6,41 3,81 89,78
2 6,51 3,83 89,67
3 5,77 3,85 90,38
4 5,80 3,87 90,33
5 5,84 3,9 90,26
6 5,89 3,93 90,18
7 6,15 3,97 89,88
8 6,25 4,02 89,73
INTS
1 2,08 0,48 97,43
2 2,38 0,47 97,15
3 2,68 0,6 96,73
4 2,92 0,65 96,43
5 3,13 0,67 96,21
6 3,27 0,69 96,03
7 3,72 0,74 95,54
8 3,87 0,89 95,24

We can also see that the network with the INT8 neural network presents
the lowest percentage of changed outputs, a common behavior in this type of
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10 J. Gracia-Moréan et al.

model [38]. As quantization limits the range of representable values, even in the
presence of errors in the parameters, their value remains within the expected
range, which limits the effect of the error. On the contrary, errors in the FP32
format can change the represented value by many orders of magnitude, with a
devastating effect on the inference process.

On the other hand, BF16 network shows the highest percentage of changed
outputs. This is because the BF16 format eliminates the superfluous bits that
could be found in the FP32 format network, and whose modification does not
affect the network’s behavior. In other words, the BF16 format consists of fewer,
but more significant, bits, so the variations are greater than in FP32 in propor-
tion to the number of injections.

It can also be seen that the weights in Layer 1 are more likely to induce
changes in the outputs than those in Layer 2. This is due to the complete con-
nection between neurons in consecutive stages: an error in the intermediate stage
propagates to all neurons in the output stage, while an error in the final stage
only affects one neuron, which reduces the damage that can be caused.

Table 2 shows the percentage of failures that occurred with respect to the
changed outputs, considering a variation in the output value greater than 5% as
a failure. We can observe that the optimised neural networks (BF16 and INTS8
networks) have a higher failure percentage than the FP32 network. As mentioned
before, in the BF16 optimized network, all superfluous bits have been removed,
leaving only the truly significant bits. On the other hand, although there is a
lower percentage of changed outputs in the INT8 network (as seen in Table 1),
these variations mainly provoke a change in outputs greater than 5%.

Table 2. Percentage of failures

FP32 BF16 INTS8
A?;E;::S nt Layer 1|Layer 2|Layer 1|Layer 2|Layer 1|Layer 2
1 12,56 3,91 15,79 5,21 75,00 66,07
2 11,56 5,33 15,03 7,41 71,43 70,69
3 4,93 4,89 7,14 7,14 72,22 74,07
4 5,21 4,85 8,12 7,69 73,47 67,31
5 4,93 4,86 8,33 8,33 71,43 68,89
6 4,95 4,57 9,09 8,59 78,79 70,59
7 6,49 4,07 12,90 8,33 84,00 69,57
8 6,76 3,52 14,88 8,02 92,31 76,92

It should be noted that, in more realistic environments, an optimized network
is more robust, as the probability of errors decreases as fewer bits are required to
store the different parameters. This can be verified theoretically with Equation
5, which shows the overall failure rate, which can be seen in Fig. 5 (considering
A equal to the failure rate -which in our case is 1 since we have performed an
exhaustive fault injection in all bits of all weights-, n_ cells the number of cells
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occupied by the neural network weights relative to the overall number of cells,
and n_ failure the number of failures). In this figure, we can confirm that the
optimized networks are more robust, with a higher failure rate of the FP32
network, followed by the BF16 failure rate.

Failure _rate = A x n_cells xn_ failure (5)

Fig. 5. FP32 vs BF16 format [32].

4.2 Error correcting codes used

As we have just checked, a variation in a single bit can cause changes in the
outputs of the neural network. If we want to use it in a critical environment, the
weights of the neural network must be protected. We have used a series of Error
Correcting Codes (ECCs) to protect these weights.

— Single Error Correction-Double Adjacent Error Correction (SEC-DAEC).
We have used different versions of this ECC, adapted to the word length of
each data (FP32, BF16 and INT8). They are based on Hamming SEC codes
and the interleaving technique [36].

— Asymmetric ECC. This type of ECC is able to protect some bits more than
others. The idea behind applying Asymmetric ECC is to sacrifice some ro-
bustness of the neural network in exchange for improving both the size and
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12 J. Gracia-Moréan et al.

latency of the program, protecting some bits more than others [13]. As in the
previous ECC, different versions of this ECC, adapted to the word length
of each data (FP32, BF16 and INTS8) have been used. Specifically, we have
used:

e UEP (40, 32) for the FP32 network. This ECC can correct single and
double adjacent errors in the 16 most significant bits (the protected area);
and single errors in both the protected area and the parity bits.

o UEP (22, 16) for the BF16 network. This ECC protects the 10 highest-
order bits against single or double adjacent errors. That is, if a single or
double adjacent error occurs, regardless of the position, the 10 highest-
order bits are guaranteed to be correct. If the error affects those bits, they
are corrected. If the error affects unprotected bits, the decoding process
is guaranteed to not affect the protected bits, ensuring their integrity.

e UEP (12, 8) for the INTS8 network. As in the previous case, this asym-
metric ECC guarantees that the four highest-order bits will be protected
against single or double adjacent errors regardless of the affected bits of
the codeword.

— FUEC-DAEC (23, 16) [14]. This ECC is capable of correcting single and
double adjacent errors in 16-bit words with only 7 parity bits. Furthermore,
it can also detect bursts of 3- or 4-bit errors. It has been used in the FP32
and BF16 networks.

4.3 Results of fault injection experiments in the protected system

As we have already seen, errors in the neural network weights cause failures in
the outputs. To reduce these effects, we have added the ECCs just described
to the different networks. Table 3 shows the failure rate of the different neural
networks protected by the ECCs. With respect to the unprotected networks, the
failure rate has decreased in all cases, an expected result. Specially significant
are the results of single and double adjacent errors, as failure rate is 0 in almost
all cases, according to the fault tolerance of the corresponding ECC. UEP ECC
for the INT8 is the unique case where the failure rate is not 0 for single and
double adjacent errors. This is the normal behaviour of the UEP ECC. In the
cases of FP32 and BF16, the intrinsic redundancy of these networks causes a
failure rate equal to 0 when using this type of ECC.

4.4 Analysis of the introduced overhead

The incorporation of fault-tolerance mechanisms in the system generates an
overhead in both the software size and its latency. Table 4 presents the results
obtained, where the values in parentheses indicate the percentage of memory
used. It should be noted that, in the implementation of the different Error Cor-
recting Codes, a literal translation of the design into hardware has not been
made. Instead, software structures have been used that minimize the overhead
introduced by the ECCs.
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Table 3. Failure rate
FP32
Adjacent
FUEC-DAEC|SEC-DAEC | UEP
Faults
1 0,00 0,00 0,00
2 0,00 0,00 0,00
3 14,77 15,59 19,69
4 15,18 15,18 37,32
5 15,18 34,45 40,61
6 14,36 15,18 58,65
7 11,89 18,87 20,51
8 15,59 16,41 53,73
BF16
Adjacent
FUEC-DAEC|SEC-DAEC | UEP
Faults
1 0,00 0,00 0,00
2 0,00 0,00 0,00
3 6,56 6,56 6,56
4 14,15 14,15 14,15
5 10,87 10,87 10,87
6 7,79 7,79 7,79
7 9,02 9,02 9,02
8 8,82 8,82 8,82
INTS8
Adjacent| SEC-DAEC |[SEC-DAEC UEP
Faults Vi V2
1 0,00 0,00 2,67
2 0,00 0,00 2,46
3 8,20 7,69 8,82
4 7,49 7,49 9,02
5 6,15 6,36 6,87
6 4,61 5,13 5,02
7 2,87 2,87 3,79
8 2,26 1,13 2,26
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Table 4. System overhead

FP32
Global Execution
Sketch variables time (us)
Unprotected 5556 (17%) |265 (12%)| 2576
FUEC-DAEC | 8716 (27%) (341 (16%) 14122
SEC-DAEC 7870 (24%) |341 (16%) 13267
UEP 7908 (24%) |307 (14%)| 14084
BF16
Global Execution
Sketch variables time (us)
Unprotected 5452 (16%) | 179 (8%) 2601
FUEC-DAEC | 6592 (20%) (221 (10%)| 6592
SEC-DAEC 6192 (19%) (221 (10%)| 3717
UEP 6152 (19%) |221 (10%)| 3596
INTS8
Global Execution
Sketch variables time (us)
Unprotected 5740 (17%) |658 (32%)| 2916
SEC-DAEC V1| 6236 (19%) [700 (34%)| 3649
SEC-DAEC V2|6186 (196%)[700 (34%)| 3666
UEP 6136 (19%) |700 (34%)| 3552

Software size analysis. As can be seen in Table 4, memory consumption
decreases significantly with the size of the parameters. If we also take into account
that the ECCs used are also more compact, the final result is a clear decrease
in the amount of memory used, even though the neural network is very small.

Regarding the ECCs themselves, the differences in memory consumption are
minimal. One of the reasons is that all ECCs have similar error correction capa-
bilities (they all correct single and double adjacent errors), which means that the
formulas used for error correction are similar. It can be observed that the fewer
the parity bits, the lower the memory consumption. In this sense, the UEP ECC
requires the least memory, as it corrects the fewest errors (single and double
adjacent errors in the protected area).

Regarding the FUEC-DAEC ECC, it occupies the largest memory space since
it has the highest fault tolerance capabilities (it is capable of correcting single
and double adjacent faults, and detecting bursts of 3 and 4 erroneous bits).
It should be noted that in the experiments carried out with the FUEC-DAEC
ECC, the 3- or 4-bit burst error detection offered by this ECC was not used,
since we were initially only interested in error correction. However, considering
the memory occupancy data and the time overhead associated with this ECC
(analyzed in the next section), it could be beneficial to take advantage of this
fault tolerance capability. For example, when detecting these types of errors, the
calculations performed by the neural network could be repeated, that is, it is
possible to implement temporal redundancy [9]. However, it is important to keep
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in mind that implementing this additional functionality would imply an increase
in both memory usage and program latency.

Runtime analysis. Regarding the execution time, given that the processor
commands require approximately 750 ms to generate the desired effects on the
mobile robot’s mechanical components, there is sufficient time to perform the
verification of the various ECCs without affecting the normal operation of the
robot.

One notable finding is the decrease in execution time for the protected ver-
sions in the optimized neural networks. This significant reduction is due to the
fact that the ECC error checking operations are performed with 8- or 16-bit
data, stored as unsigned integers. This makes the operations performed on the
Arduino more efficient, which directly affects execution time. Regarding the un-
protected version, it can be seen that the execution time is similar in all versions
of the neural network.

5 Conclusions and future work

In this work, we have analyzed the integration of different Error Correcting
Codes (ECC) into a neural network implemented in Arduino with parameters
in different formats (FP32, BF16 and INT8). Our main objective has been to
protect the neural network weights from memory faults and to evaluate whether
the generated overhead is manageable in terms of software size and execution
time.

Although the neural network used is small, it is useful as a test case to
study this type of protection against memory faults. To evaluate the system’s
behavior, we have exhaustively run several fault injection campaigns on the
network’s weights, both when protected and unprotected. In any case, we have
observed that the inclusion of ECCs does not entail excessive overhead, making
its use viable in this context. We have also seen a significant improvement in
memory consumption and execution time when using reduced size parameters.

As future work, we plan to continue exploring new ECC and other fault
tolerance mechanisms to evaluate their applicability in this type of embedded
systems.
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